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Introduction to 1S-41 Protocol

1S-41 AMPS.
1S-41




» Analog cellular system in 1G
» Advanced Mobile Phone System

Bell Labs
Allow the

concepts of cells

EIA/TIA-533 is the formal specification for AMPS
air interface.

EIA/TIA Interim Standard 41 (1S-41 or ANSI-41) is
the protocols defined for PCS Network (PCN)
intersystem operations.

AMPS

reuse of radio frequencies by using

*AMPS statediagrams  time-transition diagrams
*AMPS IMTS, Bell Labs
. capacity, AMPS cell , frequency reuse.
*AMPS  air interface EIA/TIA-533.
*AMPS EIA/TIA Interim Standard 41 (IS

41 or ANSI-41),
operations.

PCS Network (PCN) intersystem



Identification Numbers

» Three identification numbers are used in
AMPS:

» Mobile serial number (MSN) or Electronic serial
number (ESN)
v/ 32-bit uniquely identifies a cellular unit
» System identification number (SID)
v 15-bit assigned to cellular systems
v'FCC assigns one SID to each cellular system
» Mobile identification number (MIN)
v 34-bit number

v’ Derived form the MS’s 10-digital directory telephone
number

*AMPS ID: SN, SID and MIN. 10-digit

*MSN 32-hit : ESN, ROM

*hits24-31 MFR code (8-bit Manufacturer’s code),bits 18-23: reserved,
bits 0-17: Serial number (assigned by manufacturer)

« AMPS : ,MSN  MIN air interface
, authentication
*SID  15-hit , FCC cellular system.
. SID BS cellular system, BS
system
*MIN 10-digit 34-bit number.

*MIN 34 bits MIN1 (24 bits  7-digital directory number), MIN2
(10 bits  3-digital area code).



1S-41

» 1S-41 is designed to use to manage the
network side of the cellular call.
* |S-41 is a partner to AMPS.
e Comparable to GSM MAP

> 1S-41 relies on
» Layered protocols
» X.25 and SS7 to support its lower layer operations

*|S41 AMPS
°|S41 AMPS
°IS41 GSM MAP

|S41 layered protocol , X.25 SS7



|1S-41 Entities and Reference
Points
VLR AC
- G - H
VLR HLR EIR
- B - C - F
Um A
CSS | BS | MSC
+ E + A —+Di
MSC PTSN ISDN,
. |S-41 Entities Reference Points , PCS GsM
model
e entity function entities reference points.
. reference points 1S-41

Ex: AMPS Um interface mobile station  land station



Entities

» AC (Access Control)

» BS (Base Station)

» CSS (Cellular subscriber station)

» EIR (Equipment identity register)

» HLR (Home location register)

» ISDN (Integrated services digital network)
» MSC (Mobile switching center)

» PTSN (Public telephone switched network)
» VLR (Visitor location register)

|S41
*AC (Access Control)
*BS (Base Station)
*CSS (Céllular subscriber station)
*EIR (Equipment identity register)
*HLR (Home location register)
*ISDN (Integrated services digital network)
*MSC (Mobile switching center)
*PTSN (Public telephone switched network)
*VLR (Visitor location register)



ID for 1S-41

» 1S-41 uses identifiers of AMPS.

» In addition, 1S-41 uses

* Switch number (SWNO)

v'It uniquely identifies a particular switch within a group of
switches.

» Switch identification (SWIN)

v'SWIN is the parameter derived form the concatenation of
the SID and SWNO.

10

’|S-41 AMPS identifiers.
°|S41 switch , ID
*SWNO cellular system switches
. cellular system  ID (SID), unique

switch id (SWIN).



1S-41 and OSI

Layers Entity MAP

7 Application ASE (ASCE,ROSE)
6 Pass-through Component
5 Pass-through sublayer
4 Pass-through TCAP| Transaction
3| x.25/MTP/SCCP sublayer
2 X.25/MTP

1 X.25/MTP
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’|S-41 OSl (Open Systems Interconnection) model
1S-41 Ss7 MTP.
*MTP (Message Transfer Part).

*SCCP (Signaling Connection Control Part) class0 OSl layer

3 layer 4.
*OSl layer4-6 1S41

. OSl Layer 6 (presentation layer)

, 1§41

ISO/ITU-T transfer syntax (ex: 1984=X.409, 1988=X.209).

“Formats of the Messages”.

*Application layer



Sublayers in Layer 7

» Mobile application part (MAP) makes use of
two OSI layer 7 protocols: ACSE and ROSE.
» ACSE: Association control service element
* to bind two applications together
» ROSE: Remote operations service element

* ROSE is invoked during ongoing transfer of 1S-41
messages.

» ACSE and ROSE are grouped together as
ASE (Applications service elements).
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e Layer?, MAP
‘MAP ACSE ROSE
*ACSE housekeeping : MAP
|S-41 message :
. entitiesA B , ACSE
B (association). ACSE
*ROSE message APs.

*ACSE ROSE ASE, user



ROSE

» The OSI implementation of remote procedure
call (RPC) is ROSE.

» Client server model
e INVOKE v.s. RESULT

» Connectionless

© RESULT
13
*MSCs, VLRs, HLRs asymmetric, RPC
. client , server location,
*ROSE remote procedure call
*ROSE  connectionless, timer, retry, state diagram
*ROSE Client-server model:
«Client INVOKE ( , )
*Server RESULT ( )
. RESULT
*RESULT success failure.
success failure No response
or confirm AP message
*RESULT INVOKE ID, operation.



Use of INVOKE and RESULT

Sending MSC, Receiving MSC,
VLR, HLR VLR, HLR
AP ROSE ROSE AP
RO-INVOKE
...................................... RO-INVOKE
indication
RO-RESULT
RESULT —  request
'RO-RESULT
indication
ROSE MAP AP, ROSE
ROSE AP message
*AP request.
. (AP) (ROSE) ,
indication
*ROSE INVOKE.
. ROSE AP ( indication).
. AP : (request) ROSE
RESULT.
. RESULT, ROSE indication AP.



ROSE and TCAP

» 1S-41 uses ROSE and TCAP.

» ROSE and TCAP provide transaction-based
operation with invoke and result messages.

* ROSE is invoked during ongoing transfer of 1S-41
messages.

» TCAP provides the ability to exchange information
between applications using non-circuit-related
signaling.

» As a general practice those ROSE operations

are mapped into the TCAP message header.
15

*ROSE TCAP SS7 :
*TCAP non-circuit-related ( )
(ex: MAP, 1S-41, SCPdatabase 080
] L] ] L] )!

*TCAP components syntax ( machine
syntax), message machi ne-independent syntax,
: syntax.
*TCAP Basic Encoding Rules (BER)  standard. (  OSl
transfer syntax ).

‘ROSE TCAP transaction-based operation with invoke and result.
, ROSE mapped into TCAPmessage  header



Mobility Management Using
TCAP

16

TCAP mobility management.




TCAP

» TCAP: Transaction Capabilities Application
Part

» TCAP are operations involved in two
signaling point. The operation is not related to
individual network. It is related to a specific
information query or updating.

» TCAP serves all its users in an application-
independence manner.

» TCAP users are MAP, INAP, OMAP, ... etc.
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*TCAP : SS7  SCCP/IMTP,
TCP/IP, X.25.

*TCAP users, MAP (message application part), INAP
(intelligent network application part), OMAP (Operation Maintenance

Administration Part). TCAP application
signal point .



Mobility Management Using TCAP

» More than 50 TCAP operations are defined in
IS-41 for three purposes:
(1) Inter-MSC Handoff
(2) Automatic Roaming
(3) Operations, administration, and maintenance

» For example: RegistrationNotification,
RegistrationCancellation, and
HandoffMeasurementRequest.

18

’|S-41 mobility management, 50 TCAP operation.
. TCAP operation :
eInter-M SC handoff: handoff

*ex:Handoff M easurementRequest.
*Automatic roaming: roaming, location tracking
seX: RegistrationNotification, RegistrationCancellation,
*OA&M:
°[1] Table5.1 operations.



IS-41 Transactions

» Most 1S-41 transactions
are two-message,

Client Server
guery-response
transactions. -
» 1S-41 TCAP use SCCP INVOKE _
class 0 connectionless >
i Timer
service. RESULT
> Every IS-41 TCAP it
accompanies a timeout
constraint. 0
. TCAP, : ,
: Transaction.
. transaction , Query (packet type)
INVOKE (component), RESPONSE (packet type)
RESULT (component).
. IS 41  TCAP transaction (time out)
client INVOKE timer, timer expire
RESULT, time out, client error (
RETURN ERROR  TCAP ) MAP.
*TCAP SCCP class 0 connectionless ( ) service,
node message : :
. |S-41 transaction two-message ( guery response),
. 1S-41 ( response),
. |S-41 transactions two-message query-response
transaction. 2
*FashRequest operation Unidirectional.
. FacilitiesDirective ~ TCAP transaction 3

messages.



Component Sublayer
Transaction Sublayer| | CAP Format

» A TCAP message Packet-type Tag
consists of two portions: Total Packet Length
[Transaction,Component] Transaction Portion

information Element

« Transaction portion
specifies the package

Component Portion Tag

type. Component Type Tag
-« Component portion Component L ength
specifies the number Component Portion
and the types of Information Element
components (operations) Component

to be performed. ~

. TCAP message
*Transaction ; (packet type),
transaction . , ( client
server) transaction. transaction Transaction ID
(TID) transaction.
*OTID (originating TID) DTID (destination TID)
A OTID DTID).

«Component : , client-server ,

(server) (component type) information

(client) error . Component ID (INVOKE ID).



The Package Types in TCAP
Messages in 1S-41

» Some of 7 I1S-41 packet types:
* QueryWithPermission
e ConversationWithPermission
* Response
e Unidirectional

» 1S-41 transaction always
* Begin: a query message
» End: a response message.
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. Reference [2] Table 7-2, 1S-41 Transactions (M essages) 1S-41
messages .
*Packet Type transaction . ,
transaction.
*QueryWithPermission X TCAP transaction
message, Response transaction.
*Conver sationWithPer mission : TCAP transaction
message, Response
transaction.
*Response : TCAP transaction message.

*Unidirectional : ,
. | S-41transaction query message : response



The Component Types in TCAP

Messages in 1S-41

» Some of IS-41 component types:
« INVOKE(Last)

v'Last : The operation is the last component in the
component portion.

RETURN RESULT(Last)
RETURN RESULT(not Last)?
RETURN ERROR

» REJECT
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«Component : client-server .
(component type) , information  error
*INVOKE : (server) .
. RegistrationNotification INOVKE (Last) &
QueryWithPermission.
*RETURN RESULT : (client)
(INVOKE), :
. INVOKE,
RETURN RESULT.
*RETURN ERROR : ,
. INOVKE MIN HLR
*REJECT : server INVOKE
* SS7node REJECT, timer, ,
e component Last, (

QueryWithPermission, transaction ).



Example: REGNOT

» Registration Notification (REGNOT) is an
operation in the 1S-41 messages:

From: VLR

To: HLR

Component Type Package Type
INVOKE (Last) Query WithPermission

RETURN RESULT (Last) Response
(Function: Status report: the visitor has been registered an is

active)
RETURN ERROR Response
REJECT Response z
*REGNOT VLR HLR, message.
. component type (Component part)  packet type (Transaction

part)



Example: FlashRequest

» The operation FlashRequest has a package
type Unidirectional.
From: Serving MSC
To: Anchor MSC
Component Type Package Type
INVOKE (Last) Unidirection
Function: To convey information for call control.

» Note: no response is expected from the anchor
MSC, and no TCAP transaction is established.
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*FlashRequest operation  packagetype  Unidirectional



Example: FacilitiesDirective

» The TCAP transaction, including the
operation FacilitiesDirective, consists of three
message exchanges.

Component Type Package Type

INVOKE (Last) Query WithPermission

RETURN RESULT (Last)  Conversation
WithPermission

RETURN ERROR Response

REJECT Response

25

RESULTN RESULT (Last) & Response,




Rev%istration in a New MSC
Serving Target Target
PSTN VLR HLR VLR MSC/BS MS
Global challenge
1 REGNOT >
) 2REGNOT [¢
REGNOT >
3 REGNOT
 4REGCANC >
) Confirm R
| 5QUALREG
X QUALREG
) 6 PROFREQ
PROGREQ R ’6
. 1S-41 . MS new MSC,
.1S41 VLR, old /new MSC
‘MS listen BS, control channel broadcast RAND.MS
MSC/BS : MIN, RAND parameter.

*Step 1. BS RAND. REGISTER MSC. MSC VLR.
*Step 1 MIN, MSN, qualification information code, system type
code ( system ), 3-digital identifier of the specific system
(MSCID 2-byte SID (system ID)  1-byte SWNO (switch number)
, system ID).

e sarving/target MSC VLR , VLR HLR
registration.

*Step 2: VLR MS , REGNOT

(RegistrationNotification) HLR. VLR HLR  message MIN,

MSN.

*HLR database record. RESULT.

*Step 3: VLR RESULT MS

*Step 4. HLR  REGCANC (RegistrationCancelation) VLR,

REGNOT .HLR .

*Old VLR Confirmation message  HLR, message
CHCNT

*Step 5: VLR QUALREQ (quallflcatlon request) HLR,
a thentication



Messages for Registration

» Messages involved for mobile registration:

» Registration notification (REGNOT)

» Registration cancellation (REGCANC)
 Qualification request (QUALREQ)
 Profile request (PROFREQ)
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mobile registration messages :
*Registration notification (REGNOT)
*Registration cancellation (REGCANC)
*Qualification request (QUALREQ)
Profile request (PROFREQ)




Message Parameters for
Registration

» The messages parameters for registration
operations are:
» Mobile identification number (MIN)
» Mobile serial number (MSN or ESN)
* Qualification information code
* MSC ID of serving MSC
» System my type code of VLR
e System my type code of HLR
 Origination indicators

28

. registration ,

*MIN: 10digit  subscriber ID
*Mobile serial number: 32-bit ID
*Qualification information code registration
sex: validation and profile  validation only.
*MSC ID 2-byte SID (systemID)  1-byte SWNO (switch number) ,

system ID.
*System my type code mobile equipment vendor assigned id.
5 for GTE equipment, 6 for Motorola equipment, 7 for NEC equipment.
*Origination indicators MS , ex: local only,

international, etc.



Location Request

» The location request message (LOCREQ)
must contain four parameter:
» Dialed digits
» MSC identifier
» System my type code

* Billing ID field
29

. , MS
Dialed digits
*System my type code .

*System my type code mobile equipment vendor assigned

id.  5for GTE equipment, 6 for Motorola equipment, 7 for NEC
equipment.

*Billing ID field anchor MSC  ID, billing records.



IS-41 Authentication

30

1S-41 , Without-sharing (WS) Scheme

Scheme.

Sharing



EIA/TIA-51

» The EIA/TIA Telecommunication Systems
Bulletins (TSB) 51
 Authentication
* Voice privacy
» Singling message encryption

» 1S-41 Revision C

» The TSB-51 algorithm is based on private key
cryptographic techniques.
» Shared Secret (Key) Data (SSD)

* Known in AuC and MS only 31
« AMPS : ,MSN  MIN air interface ( )
, authentication . air message,
. , EIAITIA authentication, voice privacy,
singling message encryption : IS-41 Revision C .
. 2 authentication  algorithm: sharing scheme & WS.
. TSB-51 shared secret (key) data (SSD) , SSD

handset  network (AuC) ,

*The PCS versions of CDMA, PACS, CDMA/TDMA, TDMA and W-CDMA
support SSD.

*Authentication global challenge  unique challenge.

*Global challenge system access , call origination,
page response (termination), registration

*Note that VLR authentication, handover
*Unique challenge MSC registration failure and
after a successful handoff), M SC MS  authentication. (BS

RANDC MS CAVE)



Authentication Schemes

» Two authentication schemes proposed in
TSB-51:

» Without-sharing (WS) scheme
v'SSD is known to authentication center and the MS only.

» Sharing Scheme

v'SSD or some aspect of SSD are known to the visited
system, too.

v The visited system authenticates MSs at call origination
or delivery.
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*TSB-51 authentication schemes;

*Without-sharing (WS) scheme
*SSD authentication center MS
*AuC verifies AUTHR and COUNT form MS.

*Sharing Scheme
*SSD SSD : visited
system.
*Visited system MS MS

sharing scheme VLR authentication,
traffic, call setup time : : scheme  registration
message exchanges.
operators tradeoff between two schemes.

. registration , call origination/ termination , (i.e,

call frequency >> mobility), user sharing scheme.

. , high mobility user , registration, SSD

traffic, user WS.
. user  mobility rate  call frequency , sharing
scheme WS , adaptive algorithms,

sharing scheme WS , scheme.



Shared Secret (Key) Data (1/2)

» The CAVE (Cellular Authentication Voice

Encryption) algorithm are installed in AuC
and MS.

e SSD, ESN, MIN and RAND are used to generate
the authentication result (AUTHR).

* RAND is a random number obtained from the

MSC/BS.

SSD

ESN AUTHR

MIN

RAND 3
« MS BS location area

PSP , MS SSD, ESN, MIN PCS

service provider (RAND)

(Cellular Authentication and Voice Encryption  CAVE),
(Authentication Result  AUTHER).

*CAVE, SSD AuC MS



Shared Secret (Key) Data (2/2)

» Parameters for registration:
« AUTHR
« ESN
« MIN

COUNT: call history count

» Secret key for voice call:
* VPMASK (voice privacy mask)

RANDC: the most significant 8-bits of RAND

» SMEKEY (signaling message encryption key)

‘MS AUTHR, ESN, MIN, RANDC and COUNT
‘RANDC RAND 8 hits
*COUNT history count
e t MS , ,
. MS AuC
*Also called CHCNT
VPMASK SMEKEY AuC , MSC/BS,
evoice call

*VPMASK (voice privacy mask) MS BS
interface :

*SMEKEY (signaling message encryption key)
signaling message .

MSC/BS,

MS

ar




Call Control for Without-
sharing (WS) Scheme

35

Without-sharing (WS) Scheme




AuC HLR VLR

The WS for MS Registration

MSC,BS

5 AuthenticationRequest(INVOKE)

»

4 AuthenticationRequest(INVOKE)

7. AuthenticatipnRequest(RETURN RESULT)
8. AuthenticatignRequest(RETURN RESULT)

9. AuthenticationRequest(RETURN RESULT)

MS

3 AuthenticationRequest(INVOK E)
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*BS control channel broadcast RAND ( global
challenge)
Stepl: MS new MSC, registration. MS  listen BS
RAND, CAVE AUTHR.
Step 2: MS registration : AUTHR, MIN, ES,
RANDC, COUNT
*BS RANDC
*Step 3: forward VLR
*Step 4: forward  HLR
*Step 5: forward  AuC
*Step 6: AuC CAVE, MS AUTHR
COUNT MS .
*Step 7: AuC HLR. , AuthenticationRequest
(RETURN ERROR).
*AuC new SSD MS. registration, AuC
MS new SSD.
*Step 8: forward VLR
*Step 9: forward  MSC
* 6 messages.
. T™MSI, old TMS| MIN.

o NAC NACTAIDDC

MNaAarvs et ~sNlL At £ At~




The WS for Call Origination

AuC HLR VLR MSC,BS MS

2 AuthenticationRequest(INVOK E)
3 AuthenticationRequest(INVOKE)
4 AuthenticationRequest(INVOKE)

6. AuthenticatipnRequest(RETURN RESULT)
7. AuthenticatignRequest(RETURN RESULT)

»
>

8. AuthenticationRequest(RETURN RESULT) 37

Stepl: MS , CAVE AUTHR, VPMASK,
SMEKEY.MS registration , AUTHR, MIN, ES,
RANDC, COUNT

*Step 2: forward VLR
*Step 3: fooward HLR
*Step 4: foroward  AuC

*Step 6: AuC authentication HLR. ,
AuthenticationRequest (RETURN ERROR). AuC VPMASK
SMEKEY MSC/BS.

*Step 7: forward VLR
*Step 8: forward MSC




The WS for Call Termination

» Normal call setup procedure
» MSC pages the MS

» MS responds to the page and executes the
CAVE algorithm

 MS sends AUTHR, COUNT, ESN, MIN and
RANDC.

> Established a voice channel

38

«Call trunk route MSC, MSC MS.

MS CAVE agorithm, AUTHR, COUNT, ESN,
MIN and RANDC.

. MS , call voice

channel.



Call Control for Sharing

Scheme
39
* Sharing scheme, VLR MS  authentication,
authentication request forward ~ AuC.
. overhead old VLR COUNT , AuC old
VLR COUNT
. call origination/termination , VLR CAVE SSD.

authentication.
o cdl origination  figure.
. traffic.



AuC

HLR

The Sharing Scheme for MS

Registration

VLR

3 Authenticati

Old VLR

pnRequest(INVO

MSC/BS

MS

KE)

_4 AuthenticationRequest(INVOK

5 Authenticatiq

nRequest(INVOK

7. CountReque

5t(INVOKE)

"| 8. CountRequed

E)

(INVOKE)

»

E)

9. CountReques

P

(RETURN RESY

LT)

10. CountReque

t(RETURN RES

12. Authenticatiol

hRequest(RETUR

13. Authenticatig

ULT)

N RESULT)
nRequest(RETUH

"] 14. Authenticati

RN RESULT)

pnRequest(RETY

RN RESULT) %

*BS
challenge)

*Step 1:
RAND,

Step 2: MS
RANDC, COUNT

*BS
*Step 3: forward

MS

*Step 4: forward
*Step 5: forward
*Step 6: AuC

, AuC
COUNT.

Step 7: AuC

*Step 8: HLR forward

CAVE

control channel

new MSC,

RANDC

VLR
HLR
AuC

CAVE,

MS

AUTHR.
registration

broadcast RAND (

registration.

global

MS listen BS

AUTHR, MIN, ES,

AUTHR

current value of COUNT,

CountRequest (INVOKE)
old VLR.

HLR

Step 9: old VLR CountRequest (RETURN RESULT)

VPMASK, SMEKEY
*Step 10: HLR forward

HLR.
AuC

old VLR

COUNT,

*Step 11: AuC
*Step 12: AuC

/O TI1LHIDDANL FODODODAD)

HLR.

oldVLR MS COUNT.

A

uthenti cationRequest




The Sharing Scheme for Call
Ori g Ination
AuC HLR VL MSC,BS MS
) 2 AuthenticationRequest(INVOK E)
4. AuthenticationRequest(RETURN RESULT)
41

Stepl: MS , CAVE AUTHR, VPMASK,
SMEKEY.MS registration , AUTHR, MIN, ES,
RANDC, COUNT

*BS RANDC
Step 2: MSC forward VLR
*Step 3: VLR authentication (AUTHR  COUNT) MSC.

, AuthenticationRequest (RETURN ERROR).
VPMASK  SMEKEY MSC/BS.

. VLR MS , HLR , registration

*Step 4: forward MSC
. messages, sharing scheme users.




Summary

» The 1S-41 Protocol

» Mobility Management Using TCAP

» |1S-41 Authentication

» Call Control for WS and Sharing schemes
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